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Top 5 
Manufacturing/Business 

Cybersecurity Issues
What can you do right now – to be ready?
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Objectives

• Review basic cybersecurity terms

• Top 5 small manufacturing/business cybersecurity issues
oPassword protection

oSocial engineering – Phishing, SMSishing, Vishing

oWi-Fi security

oResponse and Incident Plan

oDon’t delay
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Basic Cybersecurity Terms
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Cyber History
• 'Cyber' is from the Greek word for navigator

• Norbert Wiener coined 'cybernetics' around 
1948

• Cybernetics - the science of communications 
and automatic control systems in both 
machines and living things

Norbert Wiener
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Cybersecurity - CIA

This Photo by Unknown Author is licensed under CC BY-
SA

Not this 
CIA

https://security.stackexchange.com/questions/151963/can-information-security-risks-essentially-only-be-triaged-according-to-the-cia
https://creativecommons.org/licenses/by-sa/3.0/
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The Right Mindset

Cybersecurity is about much more than IT
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Computer security, physical security, information 
security

• Hardware

• Software

• Policies / procedures

• Plans

• Training

• Physical security (controlled access, locked equipment)

• Personnel security (screening process, background checks)

• 3rd Party Access security - Pivoting
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Top 5 Small Business Issues
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1. Password Protection
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1. Change them regularly

2. Don’t leave them on your desk

3. Don’t loan them to anyone

4. Don’t use the same pair for all 
occasions 

PASSWORDS are
like SOCKS…
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Social Engineering – Hacking the Mind

2. Social Engineering 

•Phishing

•SMSishing

•Vishing
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SOURCE: (Jan 2019)
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Social Engineering

• Fake Virtual Private Network

o Man in the middle

o Young people at school
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Cyber Attacks

• Smishing (SMSishing)
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Cyber Attacks
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Vishing

• Voice solicitation in order to get information

o Never give out personal information over a call

o Use a VPN – it spoofs your IP

Two videos to help explain….
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Hacking the company

• Spoof the number for inside the company

• Call tech support

• Have a presentation from sales - need website

• Send tech to hacked website

• Own the company…but why are they owned?
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3. Secure your Wi-Fi
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Have you taken a "set it and forget it" approach with your Wi-
Fi network? 

• Change your admin username and password upon setup 
(and every so often)

• Activate encryption

• Disable guest networks

• Check your router for firmware updates once a month

• Turn down the transmit power control

These steps are easy to take. They can also go a long way in 
keeping your Wi-Fi network secure.
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Dangers of Public Wi-Fi
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4. Have a Response Plan (Incident 

Plan)

NIST SP 800-61, Computer Security Incident Handling Guide
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• Ransomware

• Social Media

• Network Breach
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5. Don’t delay if you spot a security 
concern

• “It's better to be safe than sorry" absolutely holds true in regard 
to security for your small business.

• If you have any reason to believe something has gone wrong, no 
matter how big or small the issue, it's imperative to pinpoint the 
problem and implement an immediate solution.
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Taking down a company

• Company earnings about to be released

• Learns about CEO (via spouse on Facebook / social media)

• Contacts Sales via web (gets email back with company signature)

• Creates a new URL just like company (instead of dell.com = del1.com)

• Creates email to all C-Level directors – “A letter from your CEO”

• Uses signature from sales with CEO’s 
name and info – crafted like the CEO 
would use (found out more using 
spouse)

• Attaches PDF (mime only) with 
ransomware and exfiltration

• Releases information to web – locks 
up company with ransomware

• Shorted stock of the company – how 
much money?
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John M. Romero 

romero@tamu.e

du

Education
Research
Partnerships

Thanks and remember….

1. Password protection

2. Social engineering awareness

3. Wi-Fi security

4. Response and Incident Plan

5. Don’t delay


